Module 1 – Introduction
· A software suite for optimizing and managing IT environments through virtualization

· VMware ESX Server or ESX Server 3i

· VMware Virtual SMP

· VMware High Availability (HA)

· VMware VMotion

· VMware Distributed Resource Scheduler (DRS)

· VMware VMFS

· VMware Consolidated Backup (VCB)

· VMware Update Manager

· VMware Storage VMotion

· VMware VirtualCenter

· Provisions, monitors, and manages a virtualized IT environment

Module 2 – Overview
· Virtualization is a revolutionary computer technology that allows you to transform hardware into software.

· Virtual machines are easy to manage, move, and copy because they are encapsulated in a set of files.

· VMware has both bare-metal hypervisor and host-based hypervisor products for virtualization.

Module 3 – Installation
· The VMkernel allows the virtual machines as well as the service console access to the system’s hardware.

· The ESX Server can be installed to boot from a local LUN or a remote iSCSI or Fibre Channel LUN.

· The VI Client is the graphical user interface used to configure the ESX Server

· Prevent ESX Server problems by using supported hardware and configuring with care.

· The VI Client provides a way to collect diagnostics data in a form that can be sent to VMware support for further diagnosis.

Module 4 – Networking
· ESX Server uses virtual switches to implement networking.

· Physical adapters are assigned at the virtual switch level.

· There are three connection types for virtual switches:

· Service console port

· VMkernel port

· Virtual machine port group

· Multiple connections can be defined on a single virtual switch.

· Network adapter properties

· Port group policies

· VLAN tagging

· Security

· Traffic shaping

· NIC teaming

· What are the three virtual switch connection types? Describe the purpose of each type.

· What is an “internal-only” virtual switch?

· What are the uses for a VMkernel port?

· Name the different load-balancing algorithms that can be used by a NIC team.

Module 5 – Storage

· The World Wide Name (WWN) uniquely identifies a node in the Fibre Channel network.

· LUN masking and zoning make a LUN invisible when a target is scanned, and is usually set at the storage processor (SP) level.

· The VMkernel addresses LUNs using the following syntax: vmhbaadapter#:target#:LUN#:partition#

· Fibre Channel networks can be dynamically rescanned to find newly added LUNs.

· ESX Server provides full support for the iSCSI software initiator and hardware initiator (qualified iSCSI HBAs only).

· iSCSI targets and initiators are identified by an IQN (iSCSI qualified name).

· The SendTargets discovery method is the only method for a software initiator to discover LUNs in an iSCSI target.

· A VMFS datastore is used to hold templates, ISO images, and the files that make up a virtual machine.

· The size of a VMFS can be dynamically extended.

· Multipathing in either a Fibre Channel or iSCSI LUN is used for path failover.

· An NFS datastore can be used to hold templates, ISO images, and the files that make up a virtual machine.

· ESX Server supports NFS version 3 over TCP.

· A VMkernel port must be configured in order for the VMkernel to access the IP-based storage.

Module 6 – VC Install

· Oracle and SQL Server are the recommended databases to use for VirtualCenter in a production environment.

· The VMware License Server and VirtualCenter Server typically reside on the same system.

· If the License Server fails, licenses remain unaffected for a 14-day grace period.

· A datacenter object is the primary organizational structure in the inventory.

· Folders can be used to organize ESX Servers in the datacenter.

· The VirtualCenter Server, License Server, and Web Access Server are located on the same system.

· The VI Client can be used to access the VirtualCenter Server as well as the ESX Server.

· The datacenter is the primary organizational structure in the VirtualCenter inventory.

· VirtualCenter Server has many controls and buttons in the VI Client that can make administration easier.

Module 7 – Virtual Machines
· A virtual machine can be configured with up to four virtual CPUs and 64GB of memory.

· It is a best practice to install VMware Tools in every virtual machine.

· Use Ctrl+Alt+Ins in the virtual machine’s console to send Ctrl+Alt+Del to the guest operating system.

· A template’s virtual disk files can be stored in either normal or compact disk format.

· A template can be converted back to a virtual machine. This is useful if you need to update your template with new software.

· When you clone a virtual machine or deploy a virtual machine from a template, VirtualCenter can automatically customize the guest operating system for you.

· A virtual appliance is a preconfigured virtual machine that is designed for a specific purpose and available from the VMware Web site.

· VMware Enterprise Converter can convert most physical and virtual machines that are running Windows-based operating systems into ESX-hosted virtual machines.

· Cloning can be done in a hot mode, while the original machine continues to run.

· Remote cloning converts the system online over the network.

· VirtualCenter allows automatic guest operating system customization when cloning a virtual machine or when deploying a virtual machine from a template.

· It is possible to resize a virtual machine’s hard disk, provided that the virtual machine is powered off.

· It is possible to add a hard disk to a virtual machine while the virtual machine is up and running.

· Guided Consolidation is a tool intended for small to medium businesses.

· Guided Consolidation consists of two services: Data Collector service and the Converter service.

· Guided Consolidation automatically discovers physical servers, analyzes utilization and usage patterns, and converts them into virtual machines.

Module 8 – Access Control
· A VirtualCenter user is a Windows user, either local or domain-based.

· An ESX Server user is a Linux user, defined in the service console.

· Permissions, composed of user/group role assignments, are assigned to objects in the inventory and control what users can do.

· A permission is a pairing of a user and a role.

· A role is a set of predefined privileges.

· VirtualCenter users are different from ESX Server users.

· Web Access is used to manage virtual machines, not ESX Server hosts.

Module 9 – VM Resource Management
· Resource pools are a way to aggregate resource policies.

· Resource pools are used on either standalone ESX Server hosts or DRS clusters.

· Virtual machines will power on only if their resource reservations can be satisfied.

· VMotion allows for continued virtual machine operation while accommodating scheduled hardware downtime.

· VirtualCenter maps help verify that VMotion requirements are met in the datacenter.

· VMotion errors are detected during the validation process within the Migrate Virtual Machine wizard.

· DRS applies intelligence to the location of virtual machines.

· Upon initial power-on

· Dynamically (using VMotion)

· Accepting DRS’s recommendations leads to balanced resource utilization.

· Use DRS clusters to delegate the right to allocate resources.

· When DRS clusters are in use, do not manually make changes to individual hosts’ resource pools.

Module 10 – VM Resource Monitoring
· A hardware execution context is a processor’s capability to schedule one thread of execution.

· Transparent page sharing is a way for the ESX Server to proactively conserve physical memory.

· Because performance will be noticeably slow, use of VMkernel swap is a last resort.

· The VI Client offers both real-time and historical views of many performance counters.

· The key indicator of a virtual machine losing competition for CPU time is “CPU ready” time.

· High ballooning activity can indicate that a virtual machine is memory-constrained.

· The VI Client reports changes in host or virtual machine state in its inventory panel.

· To be proactively notified of performance problems:

· Configure alarms to watch for high resource consumption.

· Configure notifications so that personnel are notified appropriately.

· Alarm reporting options can be set to avoid needless re-alarms.

Module 11 – Data Availability Protection
· Within the ESX Server environment, you need to back up virtual machine contents and the service console.

· VCB allows you to perform a Windows virtual machine file-level backup and a full virtual machine backup of any supported guest operating system.

· The two methods for backing up the service console are file-based and image-based.

· VMware HA provides full support for ESX Server host failures and experimental support for virtual machine failures.

· A VMware HA prerequisite is to configure DNS resolution on all hosts within the cluster.

· VMware HA log files are located in the directory /var/log/vmware/aam.

Module 12 – VI Deployment
· Within the ESX Server environment, you need to back up virtual machine contents and the service console.

· VCB allows you to perform a Windows virtual machine file-level backup and a full virtual machine backup of any supported guest operating system.

· The two methods for backing up the service console are file-based and image-based.
· Always check the ESX 3 compatibility guides before selecting your ESX Server hardware.

· The datacenter is VirtualCenter’s primary organizational structure.

· The ESX Server can be installed to boot from a local LUN or a remote, iSCSI or Fibre Channel LUN.

